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30 July 195*^ 



MEMORANDUM FOR DEPUTT DIRECTOR, PRODUCTION 

DEPUTI DIRECTOR, RESE5ARCH AND DEVEL0PME5HT 
CHIEIF, PLANS AND POLICy DIVISION 
CHIEF, PERSONNEL DIVISION 
CHIEF, COMMUNICATIONS DIVISION 



SUDBJECT: 



CHIEF, COMMUNICATIONS DIV 
CHIEF, TRAINING DIVISION 

"RoUertson Report” 



1. The attached study represents a summary and analysis of the 
salient points covered In the report made by the Special Study Group 
of the NSA Scientific Advisory Board (commonly known as the "Robertson 
Report”), The appendix lists a number of actions which shou3.d be taken 
in order to in 5 >lement various recommendations made by the Group. 

2, The attached study supersedes previous NSA Staff Studies and 
other summaries and lists of recommendations. Current directives. 
Including DC/S memos of 9 April and 20 May 195^> concerning reports of 
Implementation of the Group's recommendations, are hereby cancelled, 

3 « In order to effect iit^jlementing action, addressees will: 



thereto. 



a. Make a careful study of the attached Summary and Appendix 



b. Principals meet at O 9 OO hours, 6 August 19^k, at Naval 
Security Station, Building I 9 , Room I 9232 B, for the purpose of appor- 
tioning Individual or Joint responsibility for each action listed in 
the Appendix to attachment. 

( 1 ) Chief, p/p, win prepare a consolidated report to the 
Chief of Staff not later than 10 August 195^/ on the results of the 
meeting listing which action (use nux&ers, and letters if applicable, 
appearing in Appendix) each is individually or jointly responsible for, 
(Copies to be furnished addressees and S/Asst.) 

c. In each Monthly Operational Summary, effective for the 
month of August 195^, report details of any significant progress made 
on any action for which responsible; or so state if none. In addition, 
effective with the month of September 195^» a verbal report on the 
preceding months actions will be made a part of the Directors' monthly 
briefing. 





i 



4. Attention is invited to the possibility that the actions listed 
include some which mi^t^ in whole or in part, be appropriate projects 
for the Technical Management Board. y 



L. H. FROST 
Rear Admiral, USN 
Chief of Staff 



Incl: 

Summary with Appendix A, Study 
of the Special Study Group of 
the BSASAB Submitted on l6 Oct 




STUDY OF THE REPQirr OF THE 
SPECIAL STUDY GROUP OF ITIE NSASAB 
SUBMITTED ON l6 OCTOBER 1953 



SUMMARY 



1. The Report points out that it is widely recognized that Russia 
now has, or will shortly reach, the capability of launching a large 
scale, devastatlngly effective attack against the United States. This 
might be preceded by, or launched concurrently with, an attack upon 
other nations allied with us, or upon areas in which the U.S. has mili- 
tary, political, or industrial interests and investments. 

2. The period of time, after Russian achievement of the capability 
to laiinch such an offensive, between crystallization of their intent to 
do so, and actual commencement of hostilities, is a critical one. It 
will be diffictxLt to detect with certainty, since, although preparations 
for an attack might continue almost up to the commission of an overt act, 
the actual intent to commit that act might still be either lacking or 
conditional vpon many factors. 

3 . It may be assumed, however, that there is a point in the 
continuum of preparatory steps beyond which intent would be conditioned 
only by factors over which Russia had no control. Among these factors 
would be discovery that we were sufficiently prepared, by adequate ad- 
vance warning, that the chances of a successful attack would be greatly 
reduced. 



k. It is apparent that forewarning of a potential attack will better 
enable us to resist it and blunt its force, or even to increase our de- 
fensive posture to such an extent as to cancel the decision to attack. It 
is also appsurent that the longer in advance of attack that warning is 
received the greater are the chances of taking successful defensive measures. 
Tactical warning measures, such as radar screens, aerial patrols, ground 
observer systems, and the like, would give us at best an advance warning 
measured in hours. Our chances would be heightened immeasurably could we 
obtain strategic early warning. ISiis can best be done by intelligence 
measures. Of the sources of such Intelligence, COMINT especially if com- 
blneid with EUNT, has an undoubtedly great potential, and might give us 
advance warning measured in days or even weeks. 

5 . It is inportant that we capitalize on this potential. To do this, 
a consistent, coordinated, and appropriately oriented plan is needed. Such 
a plan could be well based on the following realistic arguments: 

a. In preparing for a partlculeir military operation, the Russian 
High Ciomnand must take certain specific steps. 




b. For each possible military operation, it is possible to 
postulate what these steps would be and the approximate time span 
of each. 

c. Many of these steps will require the concerted action of 
a large number of persons, located at widely separated points. 

d. Coordination of these steps, spread over space and time, 
will require numerous communications, which will cause an Increase 

. over normal for some of the links involved. On other links, the 
initiation of, or completion of, certain steps will result in a 
decrease of traffic to below-normal amovmts. 

e. Soviet agencies concerned will find it necessary to use 
radio over some of the links involved; they will be forced on 
at least some of these links to use frequencies which are inter - 
ceptable by us; some, if not all, of these interceptable links 
will necessarily reflect chsuiges from their normal traffic load 
caused by the steps taken in preparing for the operation concerned. 

f . Even if we are deprived of other methods of obtaining 
information from these links,, we can obtain quantitative measures 
of the volumes of traffic passed on each, and detect variations 
from the norm of each. Con?)ari6on of actual variations with 
predicted variations expected from postulated actions, should 
give us a clue to steps actually in progress. 

6. We should therefore adopt and develop as our basic plain for 
obtaining strategic early warning from COMIMT, a system whereby we might 
obtain valid indications of Russian intentions by means of quantitative 
analyses of the communications on those Soviet* radio links which they 
cannot avoid subjecting to our scrutiny. Denial of other methods of 
obtaining Information from Soviet coninunicatioas might well make this 
basic plan our "last ditch" plan. 

7. The smiount and quality of information obtainable for strategic 
early warning can be increased above that envisaged for the basic plan 
by taking the following steps: 

a. Increase our intercept capability so as to increase the 
number of signals that the Soviets cannot avoid subjecting to 
our scrutiny. 



*Includlng satellite and other Soviet-dominated nations. 
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"b. Increase the information obtained from intercept by: 

(1) Increasing the information obtainable from t/a Fusion. 

(2) Increasing the information obtainable from Special 
Intelligence . 

c. Increase the speed of conveying information to intelligence 
channels . 



d. Improve the technological and personnel potential of the 
national CCMINT effort by: 

(1) Increasing the scope of NSA's current technological 
research and development. 

(2) Pressing for improvement of the personnel situation 
within the national COMINT structure. 

e. Improve the intelligence obtainable by fusing ELINT into 
the CCMDIT effort at all echelons. 

f . Improve the use of the intelligence gained by providing 
a complete and coordinated indicator system for the national 
Intelligence effort. 

8. The Appendix lists various actions, eurranged as nearly as 
possible in the sequence implied in paragraphs 6 and 7 above, which 
are indicated as a means for Implementing recommendations made by the 
Special Study Gro\jp. 

9. Although certain aspects of some of the recommendations made 
involve considerations beyond the normal sccpe of internal NSA action, 
the initiation of all of them is considered to be within the over -all 
scope of NSA's current responsibility and authority. Their accomplish- 
ment will reflect NSA's position of Jxistlfiably agressive leadership in 
all matters directly related to the national COMINT mission. The success 
of the national COMINT and Intelligence efforts will be determined when 
the Russian intent to use Soviet capabilities crystallizes. When 
hostilities commence, the peak of the national intelligence effort will 
have, passed. 
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APPENDIX A 



1. Determine, by logical analysis and postulating, the probable 
preparatory steps, which of those Soviet communication links currently 
interceptfiible by us would show significant variations in traffic volume 
if preparations were underway to attack the U.S. or areas in which the 
-U.S. has vital interests. 






2. Establish, for various seasons, and for other conditions the 
existence of which is verifiable, normal traffic volumes for these links. 



3* Devise and inaugurate a system for obtaining rapid reports, 
■j’|2®/Con from stations covering these links, of any significant variation from 
/ normal traffic volume on each. 

y 4. Develop and install a centralized display and control board, 
where these variations could be plotted against tj^; whereby, mechani- 
cally or electronically, the probable purport of the sum of reported 
I I variations could be predicted] from where checks on other potential 
indicators could be initiated] and from where rapid dissemination of 
eveduated indications could be made to intelligence authorities. 

/ 5« Develop machine (conputer, analogue) methods for summing and 

'' translating quantitative traffic measures into indications] weighting 
these indications according to probability] checking against collateral 
Information] and calculating most probable causes of the effects observed. 

6. Expand Intercept activities to the extent necesseory to monitor 
traffic volumes on all Soviet links determined (Step 1 above) to be 
significant. 

7- Develop methods and equipment which will improve reception on 
frequencies now theoretically Interceptable by us: 



a. Improve receivers. 

b. Inprove audio and othe r recording equipment. 

c. Improve/ | equipments, including means for 

demultiplexing, unscramoiing, and precision recording. 

d. Install and develop methods for using propagation 
measuring equipment to improve intercept control. 

e. Augment HSA scientific and engineering staff in order 
to assist Services in design and placement of antenna fields 
and intercept positions so as to take utmost advantage of pro- 
pagation phenomena . 
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8. Develop methode and equipment which will make interceptable 
links not now within our capabilities to monitor: 



b. SHF 



Noise comnunications 



EO 3.3(h)(2) 

PL 86-36/50 use 3605 



e. Frequency dispersal systems* 

9« Inf>rove facilities for enabling the intercept operator to 
determine the identity of transmitters which he hears. 

a. Develop means, such as multiple unit antennas, whereby 
operator can by himself determine direction of arrival of a signal. 

b. Increase co -location of D/f/ /, MOA, and intercut 

facilities . * 

c . I mprove conmunl cations between Intercept operators and 

D/F, | ] MOA positions. 

10. Improve methods of transmitter identification: 

a. Improv ^ | equipment and analytical methods. 

b. Develop MOA and other operator Identification techniques, 
recording and analytical equipments and methods. 

c. Develop better methods of radio position fixing, such as 
Inverse Loran. 

d. Improve field co-ordination of all methods with each other 
and with Intercept. 

• 

11. Develop inproved methods of intercepting, recording, and utilizing 
ianediate action voice communications, including automatic time registering 
devices . 
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/ 12* Inprove the q ability of Intercept qperations by personnel actions 

to: 

a. Increase Incentives for re -enlistment. 

b. loprove recruitment, selection, and proficiency evaluation 
criteria and techniques. Including use of psychometric methods. 

c. Pinpoint, intensify, and liqprove training given In intercept 
techniques . 

d. Improve training and development of Intercept svq>ervlBors . 

e. Train officers In Intercept and transmitter Identification 
techniques . 

f . Take action to solve problems In connection with using 
civilians as Intercept operators. 

^ 13. Increase T/A potential at points of Intercept by: 

a. Educating and training operators and supervisors in 
rudiments of t/a. 

b. Providing traffic analysts for each point of Intercut. 

c. Decentralizing T/A operations to Intercept stations by 
moving t/a units forward. 

d. Increase exchange of t/a and collateral Information between 
forward lults and more centralized t/a units. 

e. Increase authority of forward units to originate messsges 
disseminating urgent Intelligence information derived by them. 

f. Provide guidance relative to (e) above, on appropriate 
addressees; and provide adequately rapid communication channels. 

* l4. Establish a small reseeurch grovp to carry out research and 
(guide) development(s) on new methods of traffic analysis, including 
adaptation of certain problems to high speed machines. 

15. Use more extensively the existing T/A Fusion sources to con- 
• struct the pattern of Soviet operations by: 

a. Intensifying our Intercept and t/a efforts during Soviet 
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naneuvers In order to build as complete a picture as possible. 

b. Making special^ separate > and Intensive studies of all 
T/a Fusion material to construct an accurate pattern of the behavior 
of the 



^ l6« Perform additional and more theoretical studies In connection 

, vlth the t/a Fusion effort with a view to: 

a. Finding new approaches In various fields relevant to the 
problems . 

b. Developing new methods of analysis. 

c. Developing new high speed machine technlqtes to the problems. 

d. Developing new automatic semantic processing equipment for 
use in t/a, voice, brevity codes, etc. 

e. Applying more of the highly developed mathematical 
principles of machine programming to the problems. 

17* Inprove the quality of t/a Fusion by personnel actions to: 

a. Inprove recruitment euid selection criteria and techniques, 
including use of psychometric methods. 

b. Pinpoint, Intensify, and Improve training given In analytic 
techniques . 

c. Inprove proficiency evalttation of emalysts. 

d. Establish a sound seQary and promotion policy and have It 
as favorable to traffic analysts as It is to cryptanalysts. 

e. Inprove the quality and proficiency of the analytic sipervlsors. 

f . Provide for the rotation of personnel throu£^ the COMIET 
structure to keep it sensitive . Due regard should be given to 
continuity of effort. 
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l8. Improve the computational support available tn NSA by: 

a. Increasing the number of skilled progratnmers on the NSA 
staff by educating qualified NSA personnel in industrial and 
educational institutions and by hiring programmers. /[^Programmer'' 
Includes those educated^ trained^ and experienced In the highly 
conplex theory and mathematics of programming, as opposed to those 
skilled in scheduling machine times, applying fundamental eon|>utatlorjal 
orders, making various plugg^ing combinations and performing mainte- 
nance on existing machines^/ 

b. Investigating thorotighly the possibility of utilizing 
cleared indoctrinated personnel skilled in the art of programming 
who may be Givallable outside NSA. 

c. Developing and applying new types of high speed analytic 
machlnezy. 



19 . Contlt 
solution of thef 



live the hitzheab 



irlorities to the 
leys terns. 



20. Maintain a firm and eonelstent po licy to control and regulat e 
the transfer of personnel familiar with the| 1 

problems to other activities with a view to maintaining the highest 
possible degree of contlnui.ty of the several efforts involved. Due re- 
gax^ should be given to the psychological and career development factors 
involved. 



21. Augment tlie exlnting staff on these high-level problems by 
several additional top-flight analysts, utilizing pyschometrlc methods 
of proficiency evaluation and selection. 

22. Increase the speed of conveying information to intelligence 
channels : 

a. Continue detailed time studies of traffic delays with a 
view to: 

(1) Reduction of processing times in message centers at 
all echelons . 

(2) Routing overseeus traffic through the best possible routes. 

b. Reduce transit time of high precedence and othr;r tral'fic by 
studying and adopting some of the principles now available (including 
those reported by tl\e Programs Research t.TnXt of the Johns H^klns 
University) . 
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23 • Seek vays to increase the number of groups per day being handled 
by electrical communications: 

a. Monitor proposed ii^rovements for COMINT conmunications 
systems . 



b. Monitor contenplated developments such as automatic 
switching and on-line encryption. 

c. Develop better and faster encryption devices. 

d. Achieve higher transmitting speeds. 

2k. Provide more efficient utilization of radio frequencies and 
existing land-line facilities: 

a. Use the back scatter measurement technique to determine 
the most effective radio frequency to use at a given time. (Such 
methods have been published and should be carefully studied.) 

b. Devise a method of pooling all available radio frequencies 
with assignments to indlvlduEuL stations on an immediate basis to 
meet ionospheric conditions. 

c. Provide constant attention and practice in the use of 
alternate radio links and cable facilities that can be available 
if severe Jairanlng of radio circuits incident to hostilities should 
render the regular circuits Inoperable. 

2^. Inprove the operations of the entire communications networks to: 

a. Insure against persozmel failures wherever possible. 

b. Assure the timely delivery of messages to their addressees. 

26. loprove training and instruction of communications personnel. 

27* Establish the active policy that, wherever possible, NSA will 
perform initial, broad, and high-level research and establish requirements, 
but that the detailed research, development, euid construction work will 
be done throu^ contracts with commercial conpanles. 

26. Study carefully the entire concept of military, diplomatic, and 
conmereial comminlcatlons to: 

a. Reveal those aspects of the conmunications networks which 
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are most susceptible to communications Intelligence activities. 

b. Relate the value of the intelligence gained through 
esqploltatlon of these aspects to the cost of exploitation and 
to the cost to the enemy of security measures which would reduce 
their vulnerability. 

29. Establish a con|>etent and versatile research groiqp at NSA 
Staff level to: 

a. Initiate and carry out basic research on the theory of 
comnunlcatlons Intelligence . 

b. Review constantly the current world-wide technical status 
of all CX)MII 1 T operations. 

c. Perform and guide general theoretical research. 

d. Recognize the need for additional broad research In 
specific areas . 

e. Relate the long range research needs to long range Intel- 
ligence requirements . 

f . Monitor and study all accessible conmerclal technical 
developments having applicability, directly or Indlxectly, to CQMIIIT 
problems areas . 

g. Relate NSA's needs to conmerclal develcpments wherever 
possible . 

30. Ebq>lore thoroughly all aspects of utilizing a "captive organization." 




31. Inprove the research and development potential of the national 
OOHUiT effort by personnel actions to: 

a. Inprove the salary scales to induce good men to enter 
and remain in this field. 



b. Provide recognition for achievements. 



c. Iiqprove working conditions. 



d. Explore the extent to which scientists and engineers from 
universities and industrial laboratories could be usefully borrowed 
for varying periods of time. 
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e. Augment the existing sciehtific and engineering staffs at 
NSA with a view to providing direct assistaface to the Services on 
all COMINT technological matters. 




Inprove the personnel potential of the national CQMIKT effort: 

a. Establish more high-level civilian positions. 



b. Provide more opportunities for selective advancement of 
well qualified civilian personnel. 



c. Establish a satisfying career COMINT Service for officers 
as well as enlisted men in the Army and Air Force and revive it in 
the Navy. 



d. Assure that sxipervisors of all COMINT activities have 

expert knowledge of the activity they supervise by: 

(l) Training 

(2; Selective assignment procedures. 

e. Re-examine recruitment policies in the light of realistic 

security limitations . 

33* Educate NSA personnel at all echelons on the general character 
of EUNT and its applications to the COMINT effort. 

3U. On the basis that certain phases of ELINT and CQMINT are mutually 
coiqpllmentary, establish working ELINT-CCMINT liaison between NSA and all 
agencies now conducting ELINT operations, /^ese include ANEEG (Amy -Navy 
Electronic Evaluation Grovq)}^ USAFSS, SAC, ATIC, and CIA^ 

3^. Provide direct comnunl cat ions between field ELINT unite and the 
nearest field COMINT unit. 

36. Provide eidequate coordination and cooperation between ELINT and 
COMINT units at all echelons. 

. 37* Include data derived from ELINT in all pertinent COMINT processes^ 
studies, and developments. 

36. Develop postiilated, normative eneny plans: 

a. Study existing postulated plans carefully and completely. 
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b. Study pertinent historical documents. 

c. Work all available Intelligence data Into the plans. 

d. Utilize our own operational experience. 

e. Test phases of the plan by experimental operations. 

39. Develop a set of Integrated indicators based on the postulated 
eneiqy plans i 

kO. Quantify all Intelligence information (CQMINT^ ELINT^ collateral) 
underlying the direct Indicators of the Imminence of war. This Is especially 
applicable to the Soviet Long Range Air Force and the Soviet Air Defense 
System. 

41. Develop measures or Indices of activities, actual or postulated, 
of various types. 

42. Develop standardized display systems that will show the develop- 
ment of the indices or meaewes as functions of time. 

43. Measure the limlnence of hostilities against the postulated plans. 

44. Study the possibility of applying analytical machine methods to 
the integrated Indicator system. 
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STUDY OF THE REPORT OF THE 
SPECIAL STUDY GROUP CfF THE NSASAB 
SUBMITTED OH l6 OC'I’OBER i;?53 



SUMMARY 



1. The Report polnte out tiiat it Is widely recognized that Russia 
now has^ or will shortly reach; the capability of launctiing a large 
scale; devastatiugly effective attack against the United States. This 
might be preceded by; or launched concurrently with; an attack ijqpou 
other nations allied with uS; or upon arees in which the U.S. has mili- 
tary, political; or industrial interests and investments. 

2- The period of time; after Russian achievement of the capability 
to launch sucix an offensive; between crystallization of their intent to 
do SO; and actual conmencement of hostilities; is a C" \.lcal one. It 
will be difficult to detect with ceirtainty; since; although preparations 
for an attack might continue almost to the com^sBlon of an ovex't act; 
the actual intent to commit tlxat act might ctill be either iackiiii; or 
conditional xqxon many factors. 

3. It nay be assumed; however; that there is a point in the 
continuum of preparatory steps beyond vrtiich intent would be conditioned 
only by factors over which Russia ixad no control. Among these factars 
would be discovery that we were sufficiently prepared, by adequate ad- 
vance warning; that the chances of a successful attack viould be greatly 
reduced . 



4. It is appeurent that forewarning of a potential attack will better 
enable us to resist it and blunt its force, or even to increase our de- 
fensive postuxe to such Bua. extent as to cancel the decision to attack. It 
is also apparent that the longer in advance of attack t^iat warning is 
received the greater are the chances of taking successful defensive measures. 
Tactical warning measures, such as radar screens, aerial patrols, ground 
observer systems, and the like, woixld give us at best an advance warning 
measured in hours. Our chances would be heightened immeasurably could we 
obtain strategic early warning. This can best be done by intelligence 
measures. Of the sources of such intelligence, COMINT especially if com- 
bined with ELIIiT, has an undoubtedly great potential, and might give us 
advance warning measured in days or even weeks. 

5. It is inportant that we capitalize on this potential. To do this, 
a consistent, coordinated, and appropriately oriented plan is needed, Sucli 
a plan could be well based on the following realistic argvuaeiits; 

a. In preparing for a particular military operation, tiie Russian 
High Co/asiand must take certain specific steps. 
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b. For each possible military < 9 eration> it is possible to 
postulate vhat these steps would be and the approximate tine sparx 
of each. 



c. Many of these steps will require tVie concerted action of 
a large nunOoer of persons, located at wideij'- separated points. 

d. Coordination of these steps, spread over space and tiaie, 
i/lll require nuiaerous communications, wliich will cause an increase 
over nor 2 nal for some of the links involved. On other links, the 
Initiation of, or corpleticn of, certain steps will result in a 
decrease of traffic to below -norml aiaounts.. 



a . Soviet agencies concencxed will find it necessary to use 
radio over some of the links involved; they will be forced on 
at least sc:,ie of these links to use frequencies which fure inter - 
cep table by us; some, if not all, of tliese interceptable links 
trill necessarily reflect ctxanges from their uonaal traffic load 
C3,ijised by the steps taken in prepariixg for tiie cjperation concerned. 



f . ITven if we are deprived of other inethods of obtaining 
information from those links, we can obtain qxjantitative measures 
of the volumes of traffic passed on each, ana detect veriatlons 
from the norm of each. Corparisoix of actual vuriatione with 
predicted variations expected from postulated, actions, should 
give us a clue to steps actually in ’o-ogresc 

6. We should thex^fore adopt and develcp as our basic plan for 
obtaining strategic early warning from COMINT, a system whereby we might 
obtain valid indications of Russian intentions by means of quantitative 
analyses of the communications on those Soviet* radio links which they 
cannot avoid subjecting to our scrutiny. Denial of other aethods of 
obtaining information fxrom Soviet coamuni cat ions j,iiglit well jaake this 
basic plan our 'last ditch' plan. 



J. The amount and quality of information obtainable for strategic 
early warning can be increased above tiiat envisaged for the basic plan 
by taking the following steps i 

a. Ixxcrease our intercept capability so as to increase the 
number of signals that the Soviets cannot avoid subjecting to 
our scinitiny 



•Including satellite and other Soviet -dominated nations. 
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b. Increase the Infonoation obtained front Intercept by: 

(1) Increasing the infonoation obtainable from T/a Fusion. 

(2) Increasing the Infonoation obtainable from Social 
Intelligence. 

c. Increase the speed of conveying infonaation to intelligence 
clianiiels - 

d. Improve the technological and pei-sonual potential of the 

natloxial COMXRT effort by: 

(1) Increasing the scope of iBA's curreiit technolOEical 
research and develppijuBnt . 

(2) Pressing for ii^rovenent of the perconricl situation 
within tiie national COMIHT struetiire. 

e . Itqprove trie inteilii^nce obtaiiiablc by f isiug ELITJT into 
the COMINT effort at all echelons. 

f . Inprove the use of the intelligence gained by providisi;' 

a conplete and coordinated indicator syste-o for the national Intelligence 
effort 

3 . TIxe Appendix lists various actions, ej.T.auged as near.fc’ as 
possible in the sequence inplied In paregrapns 0 and 7 above, which 
are indicated as a means for inpleiaenting recor.jncndations mde by t’ne 
Special ^tudy Oroiip 

9 - A-Lthough certain aspects of soce of the rocorataendations made 
invol’^e considerations beyond tiie noriml scope of Lnbercal JBA action, 
the Initlatiyi of all of tiieia as couEidcr..'I t-e be '.ri.t>iin the over-all 
scope of NBA's current responsibility and authority. I^lr accoaplish- 
tosnt will reflect NSA's position of justifiably agresslve leadership in 
all natters directly related to the nacioi^aii. COHHIT rassion. success 

of the national COMINT and Intelligence efforts will be determined idien 
the Russian intent to use Soviet capabilities oryctallizcc . vhien 
hostilities conmence, tiie peak of the national intelligence effoz*t will 
have passed. 
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1. Determine j by logical analysis and postulating , the probable 
preparatory steps, which of those Soviet ccanounication links currently 
Lnterceptable by us would show significant variations in traffic volume 
if preparations were underway to attack the U.S. or areas in which the 
sJ.S. has vital interests. 

2. Establish, for various seasoju, and for other conditions tiie 
existence of \rtxich is verifiable, normal traffic volumes for these links. 

3 . Devise and inaugurate a system for obtaining rapid reports, 
from stations covering these links, of any significant variation ftrom 
normal traffic volmoe on each. 

4 . Develop and install a centralized display and control board, 
where these variations could be plotted against time; whereby, mechani- 
cally or electronically, the probable purport of the sum of reported 
variations covuLd be predicted; from where checks on other potential 
indicators covild be initiated; axid from where rapid dissemination of 
evaluated indications could be made to intelligence authorities . 

Develop machine (conputer, analogue) methods for summing and 
translatizig quantitative traffic measures into indications; weighting 
these indications according to probability; checking against collateral 
information; and calculating most probable causes of the effects observ'ed. 

6 . Esqpand Intercept activities to the extent necessary to monitor 
traffic volumes on all Soviet links determined (Step i above) to be 
significant . 

?• Develop methods and equipment which will improve reception on 
frequencies now theoretically lnterceptable by us: 

a. Improve receivers. 

b . Improve audio smd othe r recording equipment . 

c- Iiqprove\ | equlpinents, including means for 

demultiplexing, unscramDling, and precision recording. 

d. Install and develop methods for using propagation 
measturing equipment to improve intercept control. 

e. Augment IlSA scientific and engineering staff in order 
to assist Services in design and placement of antemaa fields 
and Intercept positions so as to take Utmost advantage of pro- 
pagation phenomena . 

EO 3.3(h)(2) 
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0. Develop methods and equipment vdilch vill make interceptahle 
l inks not nov vlthin our capabilities to monitor: 



a. VHF- 



b. SHF 

c . Noise comnunlcations 

d. 



EO 3.3(h)(2) 
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system 



e. Frequency dispersal systems. 

9 . Inprove facilities for enabling tlie Intercept operator to 
determine the identity of transmitters which he hears. 

a. Develop means ^ such as multiple unit antennas ^ whereby 
operator can by himself determine direction of arrival of a signal. 

b. Increase co-location of D/F, I MQA., and intercept 

facilities . ' * 

c - In orove comaunicatlons between intercept operators and 
d/F, I ^ MQA. positions. 

10. Inprove methods of transmitter Identification: 

a. Improve ^ ~| equipiaent and analytical Tnethods. 

b. Develop HQA and other opemtor ldentlficatlc>n teclinlques, 
recording and analytical equipments and methods. 



c. Develop better methods of radio position fixing, such as 
Inverse Loran. 



d. Inprove field co-ordination of all metliodE with each other 
and with Intercept. 

11. Develop Inproved methods of intercepting, recording, and utilizing 
immediate action voice conmunications, including automatic time registering 
devices . 
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12 . Iitprove the quality oi: intercept operations by personnel actions 
to: 



a. Increase incentives for re-eniistjaent. 

b. Inprove recruitme)it., selectioi:; and proriciency evaluation 
criteria and techniques, including use of psychometric laetliods. 

c. Pinpoint, intensify, and improve training given in intercept 
techniques . 

d. lijprove training and development of intercept supervisors. 

3 . lyaln. officers in intercept aind transmitter Identification 
techniques . 

f . Take action to solve problenis in connection with Rising 
civilians as intercept operators. 

13. Increase T/A potential at points 01“ intercept by: 

a. Educating and training operators and si^>ervisors in 
rudimentB of T/a. 

b. Providing traffic einalysts for each point ox’ intercept. 

c. Decentralizing T A operations to intercept stations by 
moving T/A units forward. 

d- Increase exchange of T/A and, collateral infoTiaatlon between 
forward units and more centralized t/a units. 

c. Increase authority of forward units to originate inessages 
disseminating urgent intelligence Informtioa derived by the-m. 

f . Provide guidance relative to (c) above, on a^ropriate 
addressees; and provide adequately rapid co^municatloxi clvunnels. 

ih. Establish a small research groi;qa to carry out research and 
(guide) development (s) on new methods of traffic analysis,, including 
adaptation of certain problems to high speed maci^ines . 

15. Use more extensively the existing T/A Fusion s.rurces to con- 
struct the pattern of Soviet operations by: 

a. Intensifying our intercept end T/a efforts during Soviet 
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naneuvers in order to build up as con^lete a picture as possible. 

b. Making special j separate, and intensive studies of all 
T/a Fusion material to construct an accurate psrttem of the behavior 
of the 



l6. Perform additional and more theoretical studies in connection 
irith the t/a Fusion effort vith a view to: 



a- Finding new approaches in various fields relevant to the 
problems . 



b. Develcpiz^g new laethods of analysis. 

c. Developing new high speed machine techniques to the problems. 

d. Developing new automatic semantic processing equipment for 
use in T/a, voice, brevity codes, etc. 

e. Applying more of the highly developed mathematical 
principles of mchine programming to the problems. 

17. Improve the quality of T/A Fusion by personnel actions to: 

a. Inprove recruitment and selection criteria and techniques, 
including luse of psychometric methods. 

b. Pinpoint, intensify, and liprove training given in analytic 
techniques . 

c. Inprove proficiency evaluation of analysts. 

d. Establish a sound salary and. promotion policy atui iutve It 
as favorable to traffic analysts as It is to cryptanalysts. 

e. Improve the quality and proficiency of tlie analytic sipervlsors. 

f . Provide for the rotation of personnel through the CGUENT 
structure to keep it sensitive . Due regard, should be given tc 
continuity of effort. 
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18. InprQfve the conputational support available ia HSA by: 

a. Increasing the number of skilled programmers on the DSA 
staff by educating qualified USA personnel In Izidustrial and 
educational Institutions and by hiring programoerB ■ /^Programmer" 
includes those educated, trained, and experienced in the highly 
cotiplex theory and mathematics of programming, as exposed to tliose 
skilled in sclieduling sBchine times, applying fundamental ootsputatlonal 
orders, making various plugging combinatioins and performing mainte- 
nance on existing machines^ 

b. Investigating thoroughly the possibility of utilizing 
cleazed indoctrinated personnel skilled in tlie art of progranmiiug 
who may be available outside USA. 

c. Developing and applyiiig new types of high speed analytic 
machinery. 



19 . Continue to give the highest possible priarities to the 
solution of the| 



systems. 



20. Maintain a firm and consistent p olicy to control and regula te 
the transfer of personnel familiar with the | | 

problems to other activities with a view to maintaining the highest 
possible degree of continuity of the several efforts Involved. Due re- 
gard should be given to the psychological and career developmeat factors 
involved. 



21. Augioent the exlstliag staff on these high-level problems by 
several additional top-flight analysts, utilizing pyschometric methods 
of proficleiu:y evaluation and selection. 

22. Increase the speed of conveying information to intelligence 
channels: 

a. Continue detailed time studies of traffic delays with a 
view to: 

( 1 ) Reduction of processing times in message centers at 
all echelons. 

( 2 } Routing overseas traffic through the best possible routes. 

b. Reduce txanslt tixae of hlgii precedence and other traffic by 
studyljag and adapting soaae of the principles now available (including 
those reported by tlie Programs Research Ibilt of the Johns Utkins 
University) . 
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23. Seek ways to increase tiie nu/aber of groups per day being ba n di e d 
by electrical comaunications : 

a. Monitor proposed Inprovcments for CCMIKT communications 
systems 



b. Monitor contenplated developments such as automatic 
switching and on-line encryption. 

c. Develop better and faster encryption devices. 

d. Achieve higher transmitting speeds. 

24. Provide more efficient utilization of radio frequencies and 
cixlstlng land-line facilities: 

a. Use the back scatter measurement technique to determine 
the most effective radio frequency to use at a given time. (Such 
methods have been published and. should be carefully studied.) 

b. Devise a method of pooling all available radio frequencies 
with assignments to individual stations on an inmediate basis tc 
meet ionospheric conditions. 

c. Provide constant attention and practice in the use of 
alternate radio links and cable facilities that can be available 
if severe Jaamiag of radio clrcuitB incident to hostilities should 
render the regular circuits inoperable. 

2^. Improve the operations of the entire corsauni cat ions networks to: 

a. Insure against personnel failures wherever possible. 

b. Assure the timely delivery of messages to their addressees- 

26. Inprove training and instruction of communications personnel. 

27. Establish the active policy that^ wherever possible. NSA will 
perform Initial > breads and high-level research and establish requirements, 
but that the detailed research, devolopnent, and construction work will 

be done through contracts witli commercial conpanies. 

28. Stxicly carefulli’^ the entire concept of military, diplomatic, and 
Conner cial conmunlcations to: 

a. Reveal those aspects of tlus conminications networks which 
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are most susceptible to coriiiiunlcations intelligence activities. 

b. Relate the valxie of tlie Intelligence gained through 
exploitation of these aspects to the cost of ejqploltation and 
to the coat to the enei^ of security measures which would reduce 
their vulnerability. 

29. Establish a conpetent and versatile research grotp at HBA. 
staff level to: 



a. Initiate and. carry out basic research on the theory of 
coomunlcations intelligence. 

b. Review constantly the current world-wide tecimlcal status 
of all OOMIRT operations. 

c. Perform and guide general tlieoretlcal research. 

d. Recognise the need for additlojml broad, research in 
specific areae. 

e. Relate tlie lore range research needs to long range intel- 
ligence requirements. 

f . Monitor and study all accessible conraercial technical 
developments having applicability, directly' or indirectly, to COMJJUT 
problems areas. 

g. Relate HSA's needs to connercial developments wherever 
possible . 

30. Exploxe tlioroughly all aspects of utilizing a "captive organization." 

31 < Inprove the research and develppment potential of the national 
OONDIT effort by personnel actions to: 

a. Inprove the salary scales to Induce good men to enter 
and remain In this field. 

b. Provide recognition for achievements. 

c. Inprove working conditions. 

d. Ejqtlore the extent to which scientists and engineers from 
universities and industrial laboratories could be usefully borrowed 
far varylzis periods of time. 
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Augrasiit the so ioMfJfic i.inrl cimlrieer Lot, t iaffs at 

IBA with a view to providing direct sissiBtance to the Services on 
n.31 OOMINT technological mtters. 

32. Inprove the personnel potential of the national COMIKT effort: 

a. Establish more high-level civilian positions- 

b. Provide more opportunities for selective advancement of 
well qualified civilian personnel. 

c. Establish a satisfying career COMIHT Service for officers 
as well as enlisted men in tiie Army and Air Force and revive it in 
the Kavy. 

d. Assure tliat stpervisors of all COKUTT activities have 
expert knowledge of the activity they supervise by: 

(li Tralnixig 

(2) Selective assignment procedxures. 

2. Re-examine recruiLjsnt policies in the ligLit of realistic 
security limitations. 

33 > Educate lEA personnel at all echelons on the general ciiaracter 
of ELINT and its opplicatione to the COMIIiT effort - 

34. On the basis that certain phases of EIINI and COMmT are mutually 
conplimentary, establish working ELZnT-COtOET liaison between IISA and all 
iigencies ziow conducting ELINT operations, Include ANSEC CArm;>'-Navy 

Electronic Evaluation Group), U5AFSS, SAC, ATIC, and ClkJ 

3!?. Provide direct cocimmlcatlons between field ELINT units and the 
nearest field COtlINT unit. 

36. Provide adequate coordination and cooperation between EUNT and 
COMXNT units at all echelons. 

37 • Include data derived frco& ELINT in all pertinent CQt>iIliT processes, 
studies, and developments. 

38. Develop postxilated, normative eneny plans: 



a. Study existing postulated plans carefully and coqpletelj- . 
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b. study pertinent historical dociuoents. 

c. Work ft.n available Intelligence data Into the plans. 

d. IJtlllze oijr own operational experience. 

e. (Pest phases of the plan by e^qperlniental operations. 

39. Develop a set of Integrated Indicators based on the postulated 
eneii^ plans. 

40. Quantify all Intelligence information (CCXOT, ELZNT, collateral) 
under lyixig the direct Indicators of the Imminence of uar. This is especially 
applicable to the Soviet Long Bange Air Force and the Soviet Air Defense 
System. 

41. Develop measures or indices of activities, actual or postulated, 
of various types. 

h2. Develop standardized display systems that vill show the develop- 
ment of the Indices or measiires as functions of time. 

lt-3. Measure the imminence of hostilities against the postulated plans. 

44. Study the possibility of applying analytical machine methods to 
the integrated indicator system. 
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